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Learn to plan and execute an endpoint deployment, configuration, and
management strategy using Microsoft Intune as the unified endpoint
management platform.

This course covers preparing identity and device infrastructure with Microsoft Entra
ID, enrolling and configuring devices, managing applications, and protecting
endpoints and data. Students also explore automation with PowerShell and Microsoft
Graph, AI-assisted management with Microsoft Security Copilot, the extended
capabilities of the Microsoft Intune Suite, and the delivery of cloud-hosted desktops
with Windows 365 and Azure Virtual Desktop. Technologies explored include
Microsoft Intune, Microsoft Entra ID, Windows Autopilot, Microsoft Defender for
Endpoint, Microsoft Tunnel, Microsoft Cloud PKI, the Microsoft Intune Suite, Windows
365, and Azure Virtual Desktop.

LEARN MORE

Elite Total Access Collection for Microsoft
Access this course and over 50 other instructor-led training courses for only
$2,999.

What You'll Learn

By the end of this course, learners will be able to:

• Deploy and manage endpoints across Windows, macOS, iOS, Android, and
Linux devices using Microsoft Intune.

• Configure and manage device enrollment, user profiles, policies, and application
deployment in modern workplace environments.

• Implement and maintain endpoint security controls, including compliance
policies, conditional access, and authentication solutions.

• Manage identity and access with technologies such as Windows Hello for
Business and multi-factor authentication.

• Protect devices and organisational data using Microsoft Defender for Endpoint
and Microsoft security solutions.

• Plan and execute Windows deployment strategies using Windows Autopilot,



Intune, and co-management scenarios.
• Deploy, update, monitor, and troubleshoot applications and operating systems

across enterprise environments.
• Manage the complete device lifecycle, including provisioning, monitoring,

compliance, security, and retirement.
• Implement endpoint management best practices to support secure, compliant,

and productive hybrid work environments.

Who Needs to Attend

As a candidate for this course and the associated exam, you have subject matter
expertise managing devices and client applications in a Microsoft 365 tenant by using
Microsoft Intune. As an endpoint administrator, you collaborate with architects,
Microsoft 365 administrators, security administrators, and other workload
administrators to plan and implement a modern workplace strategy that meets the
business needs of an organization. You are responsible for:

• Implementing solutions for efficient deployment and management of endpoints
on various operating systems, platforms, and device types.

• Implementing and managing endpoints at scale by using Microsoft Intune,
Microsoft Intune Suite, Windows Autopilot, Microsoft Security Copilot, Microsoft
Defender for Endpoint, Microsoft Entra ID, Azure Virtual Desktop, and Windows
365.

• Implementing identity, security, access, policies, updates, and apps for
endpoints.

Prerequisites

Before attending this course, learners should have:

• A fundamental understanding of Microsoft 365 services and workloads.
• Basic knowledge of networking concepts.
• Familiarity with Windows client operating systems and their administration.
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CLASSROOM LIVE $2,995 USD 5 Day

Classroom Live Outline

Module 1: MD-102 Explore endpoint management
• Explore the Enterprise Desktop
• Explore Windows Editions
• Understand Microsoft Entra ID
• Manage Microsoft Entra identities

Module 2: MD-102 Execute device enrollment
• Manage device authentication
• Enroll devices using Microsoft Configuration Manager
• Enroll devices using Microsoft Intune

Module 3: MD-102 Configure profiles for user and devices
• Execute device profiles
• Oversee device profiles
• Maintain user profiles

Module 4: MD-102 Examine application management
• Execute mobile application management
• Deploy and update applications
• Administer endpoint applications

Module 5: MD-102 Manage authentication and compliance
• Protect identities in Microsoft Entra ID
• Enable organizational access
• Implement device compliance
• Generate inventory and compliance reports

Module 6: MD-102 Manage endpoint security
• Deploy device data protection
• Manage Microsoft Defender for Endpoint



• Manage Microsoft Defender in Windows client
• Manage Microsoft Defender for Cloud Apps

Module 7: MD-102 Deploy using on-premises based tools
• Assess deployment readiness
• Deploy using the Microsoft Deployment Toolkit
• Deploy using Microsoft Configuration Manager

Module 8: MD-102 Deploy using cloud based tools
• Deploy Devices using Windows Autopilot
• Implement dynamic deployment methods
• Plan a transition to modern endpoint management
• Manage Windows 365
• Manage Azure Virtual Desktop
• Explore Microsoft Intune Suite
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VIRTUAL CLASSROOM LIVE $2,995 USD 5 Day

Virtual Classroom Live Outline

Module 1: MD-102 Explore endpoint management
• Explore the Enterprise Desktop
• Explore Windows Editions
• Understand Microsoft Entra ID
• Manage Microsoft Entra identities

Module 2: MD-102 Execute device enrollment
• Manage device authentication
• Enroll devices using Microsoft Configuration Manager
• Enroll devices using Microsoft Intune

Module 3: MD-102 Configure profiles for user and devices
• Execute device profiles
• Oversee device profiles
• Maintain user profiles

Module 4: MD-102 Examine application management
• Execute mobile application management
• Deploy and update applications
• Administer endpoint applications

Module 5: MD-102 Manage authentication and compliance
• Protect identities in Microsoft Entra ID
• Enable organizational access
• Implement device compliance
• Generate inventory and compliance reports

Module 6: MD-102 Manage endpoint security
• Deploy device data protection
• Manage Microsoft Defender for Endpoint



• Manage Microsoft Defender in Windows client
• Manage Microsoft Defender for Cloud Apps

Module 7: MD-102 Deploy using on-premises based tools
• Assess deployment readiness
• Deploy using the Microsoft Deployment Toolkit
• Deploy using Microsoft Configuration Manager

Module 8: MD-102 Deploy using cloud based tools
• Deploy Devices using Windows Autopilot
• Implement dynamic deployment methods
• Plan a transition to modern endpoint management
• Manage Windows 365
• Manage Azure Virtual Desktop
• Explore Microsoft Intune Suite

 

Aug 17 - 21, 2026 | 9:00 AM - 5:00 PM EDT

Sep 14 - 18, 2026 | 9:00 AM - 5:00 PM EDT

Oct 5 - 9, 2026 | 9:00 AM - 5:00 PM EDT

Oct 26 - 30, 2026 | 12:00 - 8:00 PM EDT

Nov 30 - Dec 4, 2026 | 9:00 AM - 5:00 PM EST

Dec 14 - 18, 2026 | 9:00 AM - 5:00 PM EST

Jan 4 - 8, 2027 | 8:30 AM - 4:30 PM EST

Jan 25 - 29, 2027 | 11:30 AM - 7:30 PM EST

Feb 8 - 12, 2027 | 8:30 AM - 4:30 PM EST

Feb 22 - 26, 2027 | 11:30 AM - 7:30 PM EST

Mar 8 - 12, 2027 | 8:30 AM - 4:30 PM EST

Mar 22 - 26, 2027 | 11:30 AM - 7:30 PM EDT

Apr 5 - 9, 2027 | 8:30 AM - 4:30 PM EDT

Apr 19 - 23, 2027 | 11:30 AM - 7:30 PM EDT

May 3 - 7, 2027 | 8:30 AM - 4:30 PM EDT

May 17 - 21, 2027 | 8:30 AM - 4:30 PM EDT

Jun 7 - 11, 2027 | 11:30 AM - 7:30 PM EDT
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