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PALO ALTO NETWORKS: PANORAMA
CENTRALIZED NETWORK SECURITY
ADMINISTRATION (PCNS-ADMIN)

Course Code: 842005

Designed to help students gain an introduction to configuring and
managing Next-Generation Firewalls and Prisma Access using the Palo
Alto Networks Panorama management server.

This course will help students gain experience configuring and managing Palo Alto
Networks Panorama management servers. Administrators that complete this course
should become familiar with the Panorama management server’s role in managing
and securing the overall network.

What You'll Learn

* Learn how to configure and manage the next-generation Panorama
management server

* Gain experience configuring templates (including template variables) and
device groups

* Activate, configure, and manage Prisma Access using Panorama

Who Needs to Attend

This course is intended for Security Administrators, Security Operations Specialists,
Security Analysts

Prerequisites

Participants must be familiar with Palo Alto Networks next-generation firewall
management and basic networking concepts, including routing and IP addressing. In
addition, participants should complete the following pre-requisites to be optimally
prepared for the course:

* Firewall Essentials: Configuration and Management or equivalent experience.
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Course Modules

Initial Configuration

Adding Firewalls

Templates

Device Groups

Prisma Access Overview
Activate and Configure
Templates and Device Groups
Configure Service Connections
Secure Remote Networks
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