
 

CSWADV - CISCO SECURE WORKLOAD
FIREWALL ENFORCEMENT AGENTS,
DATA FLOW MAPPING, AND ADVANCED
POLICY DEPLOYMENT
Course Code: 860013

Cisco Secure Workload Firewall Enforcement Agents, Data Flow Mapping,
and Advanced Policy Deployment, CSWADV, is a 5-day course exploring
telemetry data, the flows corpus, and how Cisco Secure Workload Firewall
Agent provides enforcement. This course will provide the details and
hands-on activities necessary to successfully deploy, manage, and
troubleshoot policies in Cisco Secure Workload.

Cisco Secure Workload Firewall Enforcement Agents, Data Flow Mapping, and
Advanced Policy Deployment, CSWADV, is a 5-day course exploring telemetry data,
the flows corpus, and how Cisco Secure Workload Firewall Agent provides
enforcement. This course will provide the details and hands-on activities necessary
to successfully deploy, manage, and troubleshoot policies in Cisco Secure
Workload.

The course qualifies for 40 Cisco Continuing Education Credits (CE).

What You'll Learn

Course Objectives

Upon completing this course, the learner will be able to:

• Describe how the Cisco Secure Workload Agents work to enforce security
policy

• Describe how to deploy the Cisco Secure Workload Firewall Agent
• Describe how to Manage and Troubleshoot Cisco Secure Workload Firewall

Agent policies
• Review administrative and management tasks necessary to operate, support

and manage Cisco Secure Workload
• Describe how Cisco Secure Workload telemetry data is utilized in the Flows

Corpus
• Construct effective policies based on discovered flows and Application

Dependency Mapping (ADM)



Prerequisites

The knowledge and skills that the learner should have before attending this course
are as follows:

• Knowledge of cloud and (virtual) data center architecture or cloud basic
networking concepts

• Familiarity with Cisco basic networking security concepts and application
security concepts

• High-level familiarity with basic telemetry protocols and Big Data analytics
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CLASSROOM LIVE $5,895 CAD 5 Day
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VIRTUAL CLASSROOM LIVE $5,895 CAD 5 Day

Dec 8 - 12, 2025 | 10:00 AM - 6:00 PM EST

Jan 12 - 16, 2026 | 10:00 AM - 6:00 PM EST

Feb 9 - 13, 2026 | 10:00 AM - 6:00 PM EST

Mar 9 - 13, 2026 | 10:00 AM - 6:00 PM EST
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PRIVATE GROUP TRAINING 5 Day
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