
 

QRADAR UBA: DETECTING INSIDER
THREATS
Course Code: 900047

Learn how to detect insider threats triggered by anomalous or malicious
user behavior.

Learn how to detect insider threats triggered by anomalous or malicious user
behavior. Get ready to install, configure, and tune IBM Security® QRadar UBA and
the Machine Learning app. Improve your skill to investigate user behavior with UBA
and expand your threat detection capabilities across your network with the QRadar®
Advisor with Watson- app.

What You'll Learn
• Analyze UBA concepts, such as the senseValue variable, risk scores, and the

IBM Sense DSM.
• Identify how QRadar rules are connected to UBA and how user information is

imported into the app.
• Install and configure the app, as well as the User Import tool and the the

Machine Learning app.
• Tune UBA settings to improve the application- s behavior and performance.
• Analyze how UBA can help you detect and investigate insider threats.
• Analyze how to use the UBA Dashboard.
• Investigate how to detect malicious user behavior.

Who Needs to Attend

Security Analyst
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VIRTUAL CLASSROOM LIVE $950 USD 1 Day

Virtual Classroom Live Outline

Unit : Setup
• Installation
• Configuration
• User Import
• Machine Learning configuration
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